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LEARNING OBJECTIVES
In this unit, you will:
> describe the field of cybersecurity and its history.

> list the key principles of cybersecurity.

> analyze the main job roles in cybersecurity.

> examine the various categories of malware.

> explain how advanced cyberattacks work.

> evaluate di�erent strategies for risk identification, mitigation, 
and management.

> list the main privacy issues that cybersecurity systems are 
concerned with.

> outline how access control techniques help protect information 
systems.

> explain the role of ethical hacking in the field of cybersecurity.

INTRODUCTION
Cybersecurity is essential in today’s world to protect sensitive 
information and ensure systems remain safe from cyber threats. 
This unit covers the basics of cybersecurity, including its history, 
common risks, defense strategies, data protection methods, and 
the role of ethical hacking in safeguarding organizations and 
companies.
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What is Cybersecurity?
Cybersecurity is a field that has become increasingly important in recent years as 
technology has become more integrated into our daily lives. With the rise of the 
Internet and the proliferation of computers and mobile devices, cybersecurity has 
become essential for protecting our sensitive information and ensuring that our 
online activities are safe and secure. The field of cybersecurity encompasses a range 
of practices and techniques designed to protect against cyber threats and attacks.

One of the key challenges in cybersecurity is the constantly 
evolving nature of cyber threats. The cybersecurity field is 
constantly moving, so professionals need to continuously 
update their security measures. Cybersecurity involves 
various domains, such as data security, network security, 
cryptography, and cyber risk management.

The interdisciplinary nature of cybersecurity makes it a 
challenging and exciting field to work in, with many 
opportunities for learning and career advancement.

Protecting data and information is essential, and 
cybersecurity measures are necessary to safeguard against 
cyberattacks. Personal data, financial information, and 
intellectual property are all at risk, and the consequences of 
a successful cyberattack can be severe. One significant 
consequence of a cyberattack is financial loss. A successful 
attack can result in the theft of money or valuable assets.

For businesses, the financial consequences of a cyberattack 
can be even more severe, with potential losses in the millions 
of dollars. A cyberattack can also result in reputational 
damage, which can be challenging to recover from.

Consumers and clients may lose trust in a business that has 
suffered a cyberattack. Cyberattacks can also result in legal 
liabilities. Businesses may be held responsible for damages if 
sensitive data is compromised.

Cybersecurity is the protection of networks, IT systems, operational technology systems, and 
their components of hardware and software, their services, and the data they contain from any 
penetration, disruption, modification, access, use, or unauthorized exploitation. The concept of 
cybersecurity also includes information security and digital security.

Cybersecurity threats
Any circumstance or event with the 
potential to adversely impact 
organizational operations, 
organizational assets, or individuals 
through an information system via 
unauthorized access, destruction, 
disclosure, modification of 
information, or denial of service. 

Cybersecurity attacks
A cybersecurity attack is an action 
by an adversary to damage, 
disrupt, or gain unauthorized 
access to a computer system, 
network, or data.

LESSON 1

Introduction to Cybersecurity
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In some cases, cyberattacks can even threaten national security. Governments and military 
organizations are at risk of cyberattacks that can disrupt critical infrastructure or steal sensitive data.  
A successful attack can result in the loss of state secrets or military strategies, which can have severe 
consequences. Cybersecurity is essential for individuals as well. With the rise of online banking and 
e-commerce, personal financial information is at risk of theft. Personal data such as Personal Identifiable 
Information (PII), addresses, and phone numbers can also be stolen and used for identity theft. 
Cybersecurity measures such as strong passwords and two-factor authentication can help protect 
individuals from these threats. Below you can tell the cyberattack Incidents with $1M+ in reported losses 
in the last decade, measured in millions of dollars, provided by the Center for Strategic & International 
Studies (CSIS):
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The History of Cybersecurity
The history of cybersecurity can be traced back to the 1970s, when 
the first large-scale computer networks were developed. As 
computers and networks became more widespread, there was a 
growing need for security measures to protect against unauthorized 
access and data theft. The first computer viruses emerged in the 
1980s, and they quickly became a significant threat to information 
security. These viruses were designed to spread through networks 
and infect other computers, causing damage to data and systems.

In the 1990s, cyberattacks became increasingly common, and new technologies such as firewalls and 
encryption were developed to combat them. Firewalls are hardware or software systems that control 
access to a network by filtering incoming and outgoing traffic. Encryption is the conversion of 
information into a code to prevent unauthorized access. These technologies provided a more robust 
defense against cyberattacks, but cybercriminals continued to develop new techniques to bypass them.

There has been a significant increase in large-scale cyberattacks in the 21st century, putting 
governments, corporations, and individuals at risk. Some of the most high-profile cyberattacks include 
the 2017 Equifax breach, which exposed the personal data of over 140 million people, and the 2020 
SolarWinds attack, which affected numerous US government agencies and private companies. As 
technology advances and becomes more integrated into our lives, the need for cybersecurity will only 
continue to grow.

In recent years, there has been a push for greater cybersecurity awareness and education. 
Governments and organizations have developed cybersecurity frameworks and guidelines to help 
individuals and businesses protect themselves from cyber threats. Cybersecurity professionals are in 
high demand, with many job opportunities. As cyberattacks become more sophisticated, the need for 
skilled professionals who can defend against them will only continue to grow.
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Confidentiality, Integrity, and Availability 
(The CIA Triad)
The CIA Triad is a widely used model for 
designing and implementing cybersecurity 
policies and practices.

The acronym stands for Confidentiality, Integrity, 
and Availability, which are the three main goals 
of protecting information and systems from 
unauthorized access, modification, or disruption.

Key Principles of Cybersecurity
The protection of computer systems, networks, 
and data from unauthorized access and malicious 
activities is of utmost importance.
To establish a strong and effective security 
framework, it is essential to adhere to key 
principles of cybersecurity. Understanding and 
implementing these principles is vital for 
safeguarding sensitive information, ensuring data 
accuracy, and maintaining uninterrupted access 
to critical resources. Availability
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Digital signature
A digital signature is a type of 
electronic signature that uses 
mathematical algorithms to verify the 
authenticity and integrity of a 
message, document, or transaction.
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Authentication
Authentication can be implemented through various methods, such as passwords, tokens, smart cards, 
or biometric factors, such as fingerprints or facial recognition. In summary, authentication is a critical 
aspect of cybersecurity that helps protect against unauthorized access to sensitive information.

Authorization
Authorization refers to granting or denying access to a resource based on a user's identity and 
privileges. Authorization is essential for ensuring users only have access to the required resources. 
Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) are common 
authorization mechanisms.

Authorization is closely related to authentication, as it requires verifying the user's identity before 
granting access to resources.

Nonrepudiation
Nonrepudiation refers to the ability to prove the 
origin of a message or data and prevent the sender 
from denying that they sent it. Nonrepudiation is 
essential for ensuring accountability and 
preventing fraud. Digital signatures and transaction 
logs are commonly used to provide nonrepudiation 
in information systems. Nonrepudiation is important 
for ensuring that transactions are conducted 
securely and with integrity.

Confidentiality refers to the protection of sensitive information from unauthorized 
access or disclosure. Confidentiality is important because it helps secure sensitive data, 
such as personal information, financial data, and intellectual property. Confidentiality 
can be maintained through various methods, such as encryption, access controls, and 
data masking.

Integrity refers to the assurance that data is accurate and has not been tampered with. 
Data integrity is essential for maintaining trust in information systems. Without data 
integrity, users cannot be confident of the accuracy of the information they receive. 
Measures such as hashing, checksums, and digital signatures can help ensure data 
integrity.

Availability refers to the guarantee that information is accessible when needed. 
Availability is essential for ensuring that systems and services are available to users 
when needed. Redundancy, backups, and disaster recovery planning can help ensure 
availability. Denial-of-service attacks are a common way that attackers attempt to 
compromise availability.

Role-Based Access Control (RBAC) is an authorization mechanism in cybersecurity that 
grants or denies access to resources based on a user's role within an organization. In 
RBAC, users are assigned roles based on their responsibilities and the access privileges 
required to perform their duties.

Attribute-Based Access Control (ABAC) is an authorization mechanism in cybersecurity 
that grants or denies access to resources based on a set of attributes or characteristics 
associated with a user. In ABAC, users are assigned attributes such as job title, location, 
or security clearance, and access to resources is granted or denied based on these 
attributes.

10 Fundamentals of Cybersecurity1
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Job Roles in Cybersecurity
The field of cybersecurity offers a wide range of job opportunities for 
individuals with varying backgrounds and skill sets. From technical 
roles such as security analysts and penetration testers to managerial 
roles such as Chief Information Security Officer (CISO), there are a 
variety of job roles available in cybersecurity to suit different 
interests and career goals. In addition to technical and managerial 
roles, there are also roles in cybersecurity policy and governance, such 
as security consultants and compliance officers. As the demand for 
cybersecurity professionals continues to grow, so does the diversity of 
job roles and career paths in this field. With opportunities for growth and 
advancement, a cybersecurity career can be rewarding and challenging.

Main job roles in cybersecurity
Security analyst
Security analysts monitor computer systems and networks for security breaches 
and vulnerabilities. They conduct risk assessments and recommend security 
measures to protect against cyber threats.

Penetration tester
Penetration testers are hired to test the security of computer systems and networks by 
attempting to exploit vulnerabilities. They simulate attacks and provide 
recommendations for improving security measures.

Security engineer
Security engineers design, implement, and maintain security measures for computer systems 
and networks. They work with other IT professionals to ensure security measures are integrated 
into an organization's technology infrastructure.

Security consultant
Security consultants provide expert advice and guidance to organizations on cybersecurity 
issues. They may help develop security policies and procedures, conduct risk assessments, and 
recommend security solutions.

Incident responder
Incident responders are responsible for responding to cybersecurity incidents, 
such as data breaches or network intrusions. They investigate incidents, contain 
the damage, and implement measures to prevent future incidents.

Chief Information Security Officer (CISO)
CISOs are senior executives responsible for overseeing an 
organization's cybersecurity program. They develop and implement 
cybersecurity strategies, manage cybersecurity budgets, and 
ensure compliance with security policies and regulations.

1 11Fundamentals of Cybersecurity
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2 Describe what the CIA triad in cybersecurity stands for.

3 Describe how confidentiality helps protect sensitive information.

4 Explain why availability is crucial for ensuring that systems and services are 
accessible to users.

5 Compare Role-Based Access Control (RBAC) and Attribute-Based Access Control 
(ABAC).

1  Choose the correct answer.

1. Which of the following is often a primary target of cyberattacks?

A. Small businesses

B. Schools

C. Government agencies

D. Individuals' personal computers

2. What is the main purpose of authentication in cybersecurity?

A. To assign roles and responsibilities within an organization.

B. To verify the user's identity and prevent unauthorized access.

C. To monitor and log all user activities.

D. To create and manage digital certificates.

3. What is the primary role of a Security Analyst?

A. Designing and implementing security measures for computer systems.

B.  Monitoring systems and networks for security breaches and
vulnerabilities.

C. Providing expert advice and guidance on cybersecurity issues.

D. Responding to cybersecurity incidents such as data breaches.

12
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LESSON 2

Cybersecurity Risks, Threats, 
and Vulnerabilities

Introduction to Threats and Vulnerabilities
Cybersecurity threats and vulnerabilities are risks and weaknesses in computer systems, networks, and 
devices that cybercriminals can exploit to carry out malicious activities. Cybersecurity vulnerabilities can 
result from software bugs, misconfigured systems, and human errors. The consequences of 
cybersecurity threats can be severe, including data theft, financial loss, and reputational damage. 
Therefore, individuals and organizations must be aware of potential cybersecurity threats and 
implement robust cybersecurity measures to mitigate these risks.

Cyberattacks are malicious activities by cybercriminals to exploit vulnerabilities in computer systems, 
networks, and devices. Cyberattacks come in different forms and can be classified into various 
categories based on the techniques used by the attacker to compromise a system.

The most common type of cyberattack is malware, which is short for malicious software. Malware is a 
program designed to harm a computer system or network. Different types of malware include viruses, 
worms, trojans, and ransomware.

Viruses
A virus is a piece of code that attaches itself to another program or file and executes when 
that program or file is run. A virus can corrupt or delete data, modify system settings, or 
spread to other files or devices. For example, the ILOVEYOU virus was a mass-mailing worm 
that infected millions of computers in 2000 by sending an email attachment with the subject 
"ILOVEYOU" and the message "kindly check the attached LOVELETTER coming from me". 
The attachment contained a Visual Basic script that overwrote files, stole passwords, and 
emailed itself to all contacts in the user's address book. Another example is CryptoLocker, a 
ransomware virus that encrypted the user's files and demanded payment for their decryption. 
The virus was spread through email attachments or compromised websites.

Trojans
A trojan is malware that disguises itself as a legitimate or useful program but performs 
malicious actions in the background. A trojan can create backdoors for remote access, steal 
personal information, download other malware, or display unwanted ads. For example, the 
Zeus trojan was a banking trojan that targeted Windows users and stole their online banking 
credentials, credit card numbers, and other sensitive data. The trojan was distributed through 
phishing emails or drive-by downloads. Another example is the FakeAV trojan, which 
pretended to be an antivirus program and tricked users into paying for a fake license or 
downloading more malware.

Worms
Worms are similar to viruses but do not need to attach themselves to other programs or files 
to replicate. Instead, they spread rapidly across networks, consuming system resources and 
causing damage. One example of a worm is the Mydoom worm, which caused significant 

13Fundamentals of Cybersecurity 1
For Review Purposes Only 



damage to computer systems worldwide in 2004. Another example is the 
Conficker worm, which infected millions of computers in 2008 and is still 
active today.

Ransomware
Ransomware is malware that locks or encrypts the user's files or
device and demands payment for their restoration. Ransomware can 
also threaten to delete or expose the user's data if the ransom is not 
paid within a certain time limit. Ransomware can be spread through 
email attachments, phishing links, drive-by downloads, or network 
vulnerabilities. For example, the WannaCry ransomware was a worm 
that exploited a Windows vulnerability and infected hundreds of 
thousands of computers in 2017. The ransomware encrypted the user's 
files and displayed a message demanding an amount of Bitcoin for their 
decryption. The ransomware also had a kill switch to stop its spread if a 
certain domain name was registered. Another example is the REvil 
ransomware, which targeted several organizations and demanded millions 
of dollars for data recovery. The ransomware also threatened to publish or 
auction off the stolen data if the ransom was not paid.

Spyware
Spyware is malware that monitors and collects information about the 
user's online activity, browsing history, keystrokes, personal data, or 
system configuration. Spyware can also change browser settings, 
redirect web pages, or display pop-up ads. Spyware can be installed 
without the user's consent or knowledge through bundled software, 
phishing links, or drive-by downloads. For example, the CoolWebSearch 
spyware was a browser hijacker that redirected users to unwanted 
websites and displayed pop-up ads. The spyware also changed 
browser settings and installed additional malware. Another example is 
the Keylogger spyware, which recorded a user's every keystroke and 
sent them to a remote server. The spyware could capture passwords, 
credit card numbers, chat messages, and sensitive information.

Adware
Adware is malware that displays unwanted advertisements on the 
user's device or browser. Adware can also collect information about 
the user's browsing habits and preferences to deliver targeted ads. 
Adware can be annoying and intrusive but is not necessarily harmful. 
However, some adware can install other malware or expose users to 
malicious websites. Adware can be installed either with the user's 
consent (as part of free software) or without it (through phishing 
links or drive-by downloads). For example, the Gator adware 
offered to save passwords and fill out forms for users but also 
displayed pop-up ads and collected personal information. The 
adware was bundled with other free software and required users 
to accept its installation terms and conditions. Another example is 
the Superfish adware, which was pre-installed on some Lenovo 
laptops and injected ads into web pages. The adware also used
a self-signed certificate that compromised the security of 
encrypted web traffic.
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Advanced Types of Cyberattacks
In addition to malware, many other types of cyberattacks can be used to compromise computer 
systems, networks, and devices. Below are presented some of the most common types of cyberattacks.

Man-in-the-Middle (MitM) attacks
MitM attacks are cyberattacks where an attacker 
intercepts communications between two parties to 
eavesdrop or manipulate the conversation. This can be 
done by inserting themselves between the two parties 
and relaying messages back and forth, allowing the 
attacker to read or alter the messages. MitM attacks can 
be carried out using various techniques, such as packet 
sniffing or Address Resolution Protocol (ARP) spoofing.

Phishing attacks
Phishing attacks are a form of social engineering where attackers attempt 
to trick users into revealing sensitive information, such as passwords, 
credit card numbers, or other personal information. These attacks often 
come in emails or messages that seem to be from a legitimate source, 
such as a bank or a popular social media site. The messages typically 
contain a link that leads to a fake website designed to be like a legitimate 
site, where the user is prompted to enter their information. By doing so, 
the user unknowingly hands over their sensitive data to the attacker. 
Phishing attacks can be difficult to detect because they often seem 
legitimate. However, users can protect themselves by being cautious 
when opening emails or messages from unknown senders and not 
clicking on links unless they are legitimate. An example of a phishing 
attack occurred in 2020 when attackers used a phishing email to steal the 
Twitter credentials of several high-profile companies. The attackers used 
the stolen credentials to post tweets promoting a cryptocurrency scam.

Attacker

User

email
Phishing 

link

collect 
data

Denial-of-Service (DoS) and Distributed Denial-of-Service 
(DDoS) attacks
DoS and DDoS attacks are cyberattacks that flood a network or server 
with traffic to overwhelm it, making it difficult or impossible for legitimate 
users to access the service. In a DoS attack, a single computer or 
device is used to flood the network, while in a DDoS attack, multiple 
devices are coordinated to attack the network simultaneously. These 
attacks can be carried out using a variety of techniques, such as 
sending large volumes of requests to a server or flooding the network 
with traffic from multiple sources. DoS and DDoS attacks can have 
serious consequences, such as shutting down critical services or 
disrupting business operations. Organizations can protect themselves 
against these attacks by implementing firewalls and intrusion detection 
systems and using Content Distribution Networks (CDNs) to distribute 
traffic across multiple servers. In 2020, the COVID-19 pandemic led to a 
surge in DDoS attacks against healthcare organizations. Attackers 
targeted hospitals and healthcare providers, causing disruptions to 
critical services at a time when they were needed most.

Attacker

Open DNS Servers

Target Server

Attacker

User Network
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These attacks can have serious consequences, such as the theft of sensitive information or the 
manipulation of financial transactions. Users can protect themselves against MitM attacks by using 
encryption technologies, such as SSL/TLS, and being cautious when using public Wi-Fi networks. In 
2020, a MitM attack occurred when attackers used a vulnerability in Zoom's encryption to intercept and 
eavesdrop on video calls. The attackers were able to gain unauthorized access to sensitive information, 
such as business plans and financial data.

SQL injections
SQL injection attacks exploit a web application's database vulnerabilities 
to gain unauthorized access or manipulate data. This can be done by 
inserting malicious code into a website's input fields, such as login 
forms, to gain access to the database. SQL injection attacks can have 
serious consequences, such as the theft of sensitive data or the 
modification of database records. Organizations can protect themselves 
against SQL injection attacks by implementing best practices for secure 
coding and using Web Application Firewalls (WAFs) to detect and block 
malicious traffic. An example of an SQL injection attack occurred in 2019 
when a vulnerability in the Magento e-commerce platform, now named 
Adobe Commerce, allowed attackers to gain unauthorized access to 
sensitive customer data, such as names and credit card information.

Advanced Persistent Threat (APT) attacks
APT attacks are targeted attacks that use sophisticated 
techniques to gain unauthorized access to a system and remain 
undetected for long periods. APT attacks often use a 
combination of social engineering, malware, and other 
techniques to gain access to sensitive information or systems. 
These attacks can have serious consequences, such as the theft 
of intellectual property or sensitive customer data. Organizations 
can protect themselves against APT attacks by implementing a 
comprehensive security program that includes employee 
training, vulnerability management, and threat intelligence. An 
example of an APT attack occurred in 2015 when attackers 
exploited a previous medical data breach to steal the personal 
information of 80 million customers. The attackers were able to 
remain undetected for several months, highlighting the need for 
comprehensive security programs and threat intelligence.

Attacker SQL 
Database

Web API 
Server

Cross-Site Scripting (XSS) attacks
XSS attacks inject malicious code into a website to steal user information or 
manipulate displayed content. This can be done by inserting scripts into a 
website's input fields, such as search boxes or comment sections, that execute 
when the user interacts with the page. XSS attacks can have serious 
consequences, such as the theft of sensitive information or the manipulation of 
website content. Organizations can protect themselves against XSS attacks by 
implementing secure coding practices and using Content Security Policies (CSPs) 
to detect and block malicious scripts. In 2018, attackers used an XSS attack to 
steal sensitive information from Ticketmaster customers. The attackers injected 
malicious code into the company's payment page, allowing them to steal 
customer information, including names, addresses, and payment card information.

Attacker

Input fields

Script Data

Attacker

Undetected  
persistent threat

Data

Organization server
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Malvertising
Malvertising is the practice of embedding malicious code in online advertisements to infect users' 
computers with malware. Malvertisements can be difficult to detect because legitimate advertising 
networks often serve them. Once a user clicks on a malvertisement, malware is downloaded to their 
computer, which can be used to steal sensitive information or carry out other attacks. Users can protect 
themselves against malvertising by using ad blockers and being cautious when clicking on online 
advertisements. In 2016, the Angler exploit kit served malvertisements on popular websites, including 
the New York Times and the BBC. The malvertisements contained code that would download the Locky 
ransomware to users' computers, highlighting the need for users to use ad blockers and other security 
tools to protect against malvertising.

Password attacks
Password attacks use techniques like brute-force or phishing to 
steal or guess user passwords and gain unauthorized access to 
systems. Brute-force attacks use automated tools to try 
thousands or millions of possible passwords until the correct 
one is found. Phishing attacks use social engineering 
techniques to trick users into revealing their passwords. 
Password attacks can have serious consequences, such as 
stealing sensitive data or compromising critical systems. Users 
can protect themselves against password attacks by using 
strong, complex passwords and Multi-Factor Authentication 
(MFA) to add a layer of security. In 2012, attackers used a 
brute-force attack to gain access to the LinkedIn database, 
compromising millions of users' passwords. The attack 
highlighted the importance of using strong, complex passwords 
and multi-factor authentication to protect sensitive data.

Zero-day exploits
Zero-day exploits are difficult to defend against because they are 
unknown to the software vendor and cannot be patched until 
they are discovered. Zero-day exploits can be used to gain 
unauthorized access to a system, steal sensitive information, or 
cause damage to the system. These exploits are typically 
discovered by attackers and sold on the dark web or used to 
carry out targeted attacks against organizations. Zero-day 
exploits can be difficult to protect against because they are 
unknown to the software vendor and cannot be patched until 
discovered. Organizations can protect themselves against zero-
day exploits by implementing best practices for secure coding 
and by using security tools that can detect and block suspicious 
behavior. An example of a zero-day exploit occurred in 2021 
when attackers used a vulnerability in Microsoft's new version of 
Exchange Server to install backdoors on targeted systems.
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Vulnerability Vendor

Zero-day

Attacker

User 1 User 2 User 3

Authentication

***1

Attacker Malicious code Malvertisement Downloading to user's computer
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Eavesdropping
Eavesdropping is the unauthorized interception of communication, 
such as emails, phone calls, or instant messages. Eavesdropping 
can be carried out using various techniques, such as packet sniffing 
or network tapping. Eavesdropping can have serious consequences, 
such as stolen sensitive information or compromised critical 
systems. Users can protect themselves against eavesdropping by 
using encryption technologies, such as SSL/TLS, and being cautious 
when using public Wi-Fi networks. An example of eavesdropping 
occurred in 2020 when attackers exploited a vulnerability in a 
telecommunications protocol to intercept and eavesdrop on text 
messages and phone calls. The vulnerability, known for several 
years, highlighted the need for telecom companies to implement 
stronger security measures to protect against eavesdropping.

Attacker

User

User

interception

To protect against cyberattacks, it is important to use strong passwords, keep software up to date, and 
follow best practices for safe browsing and email use. Additionally, organizations should implement 
security measures such as firewalls, intrusion detection systems, and Security Information and Event 
Management (SIEM) solutions to detect and respond to cyber threats.

SIEM solutions are software tools designed to help organizations detect and respond to security threats 
in real time. SIEM solutions collect and analyze data from various sources, such as network devices, 
servers, and applications, to identify potential security incidents. The data is analyzed using machine 
learning and artificial intelligence algorithms to detect anomalies and patterns that may indicate a 
security threat.

Security Information and Event Management (SIEM)

Workstations Network Hardware 
& Software

System 
Imports

SIEM System System Output
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Cybersecurity Risk Identification, Mitigation, and Management
Cybersecurity risk identification, mitigation, and management are essential processes for 
organizations to safeguard their critical assets, protect sensitive information, and ensure the 
continuity of their operations.

Risk identification
The first step in managing cybersecurity risks involves identifying potential 
threats and vulnerabilities that could affect an organization's digital assets. 
Key activities in risk identification include:

Asset inventory
Creating a comprehensive list of an organization's digital assets, including 
hardware, software, data, and network infrastructure.

Threat assessment
Identifying potential threat sources, such as cybercriminals, insider threats, 
or natural disasters, that could exploit vulnerabilities in the organization's 
systems.

Vulnerability assessment
Discovering and documenting weaknesses in an organization's digital 
assets using vulnerability scanning, penetration testing, and manual 
assessments.

Risk analysis
To prioritize risks based on their potential consequences and evaluate the 
likelihood and impact of identified threats and vulnerabilities.

Risk mitigation
Once risks have been identified, organizations should take steps to reduce 
or eliminate them. Risk mitigation involves implementing security 
measures to address vulnerabilities and minimize the likelihood or impact 
of threats. Key risk mitigation strategies include:

Access control
Implementing authentication and authorization mechanisms to restrict 
access to sensitive data and systems only to authorized users.

Encryption
Encrypting sensitive data at rest and in transit to protect it from 
unauthorized access or theft.

Patch management
Regularly updating software and hardware to address known vulnerabilities 
and ensure systems remain secure against emerging threats.

Security awareness training
Educating employees about cybersecurity best practices and their 
responsibilities in protecting the organization's digital assets.

Incident response planning
Developing a plan to detect, respond to, and recover from security 
incidents to minimize their impact on the organization.

1

2
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Risk management
Cybersecurity risk management is an ongoing process that involves 
monitoring, evaluating, and adjusting risk mitigation strategies to 
address changes in the threat landscape or the organization's risk 
tolerance. Key activities in risk management include:

Risk treatment
Selecting and implementing appropriate risk mitigation strategies 
based on the organization's risk tolerance and available resources 
and regularly reviewing the effectiveness of these strategies.

Governance and compliance
Ensuring the organization's cybersecurity policies and practices align 
with relevant laws, regulations, and industry standards.

Reporting and communication
Keeping stakeholders informed about the organization's cybersecurity 
risk responses and any changes to its risk management strategies.

3

Tools for cybersecurity risk identification, mitigation, and management

Category Description Tools

SIEM 
Systems

Security Information and Event Management (SIEM) 
systems collect and analyze security-related data 
from various sources.

Splunk, LogRhythm, 
QRadar

Penetration 
Testing Tools

Simulate attacks on systems or networks to identify 
vulnerabilities and test the effectiveness of security 
controls.

Metasploit, Nmap, Burp 
Suite

Security Risk 
Assessment

Identify and assess security risks across an 
organization's infrastructure, including networks, 
systems, and applications.

Microsoft Security 
Assessment Tool (MSAT), 
RiskLens

Data Loss 
Prevention

Monitor and control the flow of sensitive data within 
an organization to help prevent data breaches.

Symantec Data Loss 
Prevention, McAfee DLP

Firewall
and IPS

Monitor and block incoming traffic that is identified 
as potentially harmful.

Cisco ASA, Palo Alto 
Networks, Fortinet

Endpoint 
Protection

Protect individual devices, such as laptops or 
smartphones, from malware and other threats.

Symantec Endpoint 
Protection, McAfee 
Endpoint Security

Security 
Analytics 
Tools

Use machine learning and other advanced 
techniques to analyze security data and identify 
potential threats.

IBM QRadar, Rapid7 
InsightIDR, Dark-trace
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2  Define malware and list the various types of malware.

3  Compare and contrast the characteristics of viruses, worms, trojans, and 
ransomware.

4  List public Wi-Fi networks' potential risks and benefits and how users can protect 
their devices.

5  Explain the importance of implementing Multi-Factor Authentication (MFA) and 
the different types of MFA available.

1  Choose the correct answer.

1. What is the first step in managing cybersecurity risks?

A. Risk Mitigation

B. Risk Management

C. Risk Identification

D. Risk Assessment

2. Which of the following is an example of a risk mitigation strategy?

A. Incident Response Planning

B. Threat Assessment

C. Asset Inventory

D. Governance and Compliance

3. What is the focus of risk management in cybersecurity?

A. Listing and categorizing assets.

B. Monitoring, evaluating, and adjusting risk mitigation strategies.

C. Conducting penetration tests regularly.

D. Designing a new cybersecurity policy each month.
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6  Evaluate the effectiveness of Security Information and Event Management (SIEM) 
solutions in detecting and responding to security threats.

7  Assess the impact of SQL injection attacks on a web application.

8 List two example activities that are part of risk identification, mitigation, and 
management.
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Building a cybersecurity strategy 
You are working at a large financial 
company and you are tasked with creating 
a comprehensive security analysis for the 
company board. You will present the threats 
from malware and advanced cyberattacks 
and how risk management strategies can 
help your company mitigate their impact. 
You will analyze the threats companies like 
yours face and the steps they can take to 
secure their information systems.

1. Introduce malware and advanced 
cyberattacks by defining them, providing 
examples, and explaining the consequences 
of malicious attacks on the company’s 
information system.

2. Outline the processes of risk identification 
and assessment and describe various 
strategies that can be used to mitigate risks 
associated with malware and advanced 
cyberattacks.

3. Highlight the importance of ongoing risk 
management and monitoring in cybersecurity 
and present case studies of organizations 
that have effectively managed the risks 
posed by malware and advanced 
cyberattacks.

4. Create a PowerPoint presentation for the 
company's  board of directors that includes 
the above notes and summarizes why an 
effective cybersecurity strategy is crucial in 
the digital age.
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KEY TERMS 
- Access Control

- Authentication

- Authorization

- Availability

- CIA Triad

- Confidentiality

- Data Privacy

- Data Protection

- Ethical Hacking

- Identity and Access
Management (IAM)

- Integrity

- Malware

- Nonrepudiation

- Penetration Testing (PT)

- Risk Identification

- Risk Management

- Risk Mitigation

- Single Sign-On (SSO)

- Vulnerability Assessment (VA)

- White-Hat Hacker

THIS UNIT COVERED HOW TO:
> define cybersecurity.

> outline the key principles of cybersecurity.

> list the main career paths in cybersecurity.

> analyze the various types of malware.

> outline how cybercriminals utilize advanced cyberattacks.

> distinguish di�erent processes and activities for risk identification, 
mitigation, and management.

> outline the data privacy issues that cybersecurity systems are tasked 
with securing.

> summarize access control techniques for securing information systems.

> describe how ethical hacking helps protect organizations and companies.
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Foundations of Security
C

ybersecurity

Cybersecurity

Foundations
of Security

Foundations of Security

Cybersecurity

Defend the digital world
Step into the integrity of critical systems. What if you could 
master the principles of cybersecurity and apply them to 
safeguard the digital age? From identifying risks to implementing 
advanced controls, this course equips you with the expertise to 
lead in the ever-evolving fi eld of cybersecurity.

Foundations of Cybersecurity: This course introduces you to the 
essential principles of cybersecurity, including risk management, 
threat identifi cation, and the application of security controls. 
Gain practical experience securing hardware, software, and 
networks, while exploring the intricacies of digital forensics and 
incident response. Delve into the legal and regulatory aspects of 
cybersecurity, ensuring you can navigate the broader landscape 
with confi dence.

By the end of this course, you’ll have the skills to identify 
vulnerabilities, respond to cyber incidents, and protect 
organizations from evolving threats. Whether securing digital 
infrastructure, mastering incident response, or understanding the 
legal framework, you’ll be prepared to make a meaningful impact 
in the digital realm. Empowered with knowledge and hands-on 
experience, you’ll be ready to defend and innovate in the ever-
critical world of cybersecurity
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